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DIALOG (R) File 350:Derwent WPIX 

(c) 2004 Thomson Derwent. All rts. reserv. 

016202433 **Image available** 

WPI Acc No: 2004-360319/200434 

XRPX Acc No: N04-288424 

Printing method in printing system, involves storing print job in server 
, with user identification and authentication information, and generating 
public and private keys for job 

Patent Assignee: CANON KK (CANO ) 

Number of Countries: 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

JP 2004118709 A 20040415 JP 2002283726 A 20020927 200434 B 

Priority Applications (No Type Date) : JP 2002283726 A 20020927 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
JP 2004118709 A 30 G06F-003/12 

Abstract (Basic): JP 2004118709 A 

NOVELTY - Public and private keys are generated for print job 
stored with user ID and authentication data stored in server (130) . 
When printers (150,161,162) receive ID and authentication data from 
input device (180) , authentication data is encoded using public key , 
and transmitted to server , with ID. The encoded data is decoded using 
private key for authenticating user, and keys are deleted according 
to user authentication. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: 

(1) printing system; 

(2) authentication method in printing system; 

(3) printing program; 

(4) computer readable storage medium for storing printing program; 

and 

(5) server computer. 

USE - For printing print job in printing system. 

ADVANTAGE - Reduces the update and registration operations of user 
ID and authentication information, by registering the ID and 
authentication information in server . Ensures security with respect 
to authentication information, by deleting the keys after printing. 

DESCRIPTION OF DRAWING (S) - The figure shows the structure of the 
printing system. (Drawing includes non-English language text) . 

data processors (110,121,122) 
server (130) 

printers (150, 161, 162) 

network (170) 

input device (180) 

pp; 30 DwgNo 1/21 

Title Terms: PRINT; METHOD; PRINT; SYSTEM; STORAGE; PRINT; JOB; SERVE; USER 
; IDENTIFY; AUTHENTICITY; INFORMATION; GENERATE; PUBLIC; PRIVATE; KEY ; 
JOB 

Derwent Class: T01 

International Patent Class (Main) : G06F-003/12 
International Patent Class (Additional) : G06F-015/00 
File Segment: EPI 

Manual Codes (EPI/S-X) : T01-C05A1; T01-D01; T01-N02B1; T01-S03 



41/9/6 (Item 6 from file: 350) 



DIALOG (R) File 350:Derwent WPIX 

(c) 2004 Thomson Derwent . All rts. reserv. 

015365230 **Image available** 

WPI Acc No: 2003-426168/200340 

XRPX Acc No: N03-340486 

Internet-based digital image print system has print server that 
transmits document image to be printed, based on password and job 
number received from shop terminal having image forming device 

Patent Assignee: CANON KK (CANO ) 

Number of Countries: 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

JP 2003140875 A 20030516 JP 2001340979 A 20011106 200340 B 

Priority Applications (No Type Date) : JP 2001340979 A 20011106 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
JP 2003140875 A 15 G06F-003/12 

Abstract (Basic) : JP 2003140875 A 

NOVELTY - The document image (13) and a password are transmitted 
from a computer (11) to a print server (30) . A shop terminal (41) 
transmits the input password and a job number, to print server 
which authenticates the shop terminal based on received information 
and transmits document image data to the shop terminal . An image 
forming device (42) in the shop terminal, prints the received image in 
a predetermined form. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(1) output terminal; 

(2) print method; 

(3) print program; and 

(4) recorded medium storing print program. 

USE - Internet-based digital image print system. 

ADVANTAGE - Enables the customer to acquire the print-out of image, 
at a desired place 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the print system. 

personal computer (11) 

document image (13) 

print server (30) 

shop terminal (41) 

image input device (43) 

pp; 15 DwgNo 1/12 

Title Terms: BASED; DIGITAL; IMAGE; PRINT; SYSTEM; PRINT; SERVE; TRANSMIT; 

DOCUMENT; IMAGE; PRINT; BASED; PASSWORD ; JOB; NUMBER; RECEIVE; SHOP; 

TERMINAL; IMAGE; FORMING; DEVICE 
Derwent Class: P75; S06; T01; T04; W02 
International Patent Class (Main) : G06F-003/12 

International Patent Class (Additional) : B41J-029/38 '; G06F-017/60; 

H04N-001/00 
File Segment: EPI; EngPI 

Manual Codes (EPI/S-X) : S06-A16; T01-C05A; T01-S03; T04-G06; W02-J 



41/9/8 (Item 8 from file: 350) 

DIALOG (R) File 350: Derwent WPIX 

(c) 2004 Thomson Derwent. All rts. reserv. 



014863402 **Image available** 

WPI Acc No: 2002-684108/200274 

XRPX Acc No: N02-540069 

Printing method for computer network, involves maintaining database of 
print credit tokens on printer server connected to network 

Patent Assignee: RICHLER GRAPHICS LTD (RICH-N) ; FORBES S (FORB-I); MAYER A 
L (MAYE-I) 

Inventor: FORBES S; MAYER A L 

Number of Countries: 028 Number of Patents: 003 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

EP 1241562 Al 20020918 EP 2001302520 A 20010316 200274 B 

US 20020131079 Al 20020919 US 200298715 A 20020315 200274 
JP 2002328794 A 20021115 JP 200271603 A 20020315 200306 

Priority Applications (No Type Date) : EP 2001302520 A 20010316 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
EP 1241562 Al E 11 G06F-003/12 

Designated States (Regional): AL AT BE CH CY DE DK ES FI FR GB GR IE IT 

LI LT LU LV MC MK NL PT RO SE SI TR 
US 20020131079 Al B41B-001/00 
JP 2002328794 A 9 G06F-003/12 

Abstract (Basic) : EP 1241562 Al 

NOVELTY - A database of print credit tokens is maintained on a 
printer server (2) connected to a network. A task to be printed is 
enabled when the database holds sufficient token . The credit token 
database is automatically connected to a printer server database on a 
remote server (4) to verify the identity of the printer server 
and the credit token database is updated after verification. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is included for print 
credit token database maintaining method. 

USE - For computer network. 

ADVANTAGE - Allows end users to release his own on-site server 
software with electronic token or credit to print a predefined number 
of printed materials. 

DESCRIPTION OF DRAWING (S) - The figure shows a flow diagram of 
computer system. 

Printer server (2) 

Remote server (4) 

pp; 11 DwgNo 1/7 

Title Terms: PRINT; METHOD; COMPUTER; NETWORK; MAINTAIN; DATABASE; PRINT; 

CREDIT; TOKEN ; PRINT; SERVE; CONNECT; NETWORK 
Derwent Class: T01; T04 

International Patent Class (Main): B41B-001/00; G06F-003/12 
International Patent Class (Additional) : G06F-015/00 
File Segment: EPI 

Manual Codes (EPI/S-X) : T01-C05A1; T01-J05A; T01-J05B4P; T04-G10E 
? t41/9/ll-12 

41/9/11 (Item 11 from file: 350) 

DIALOG (R) File 350: Derwent WPIX 

(c) 2004 Thomson Derwent. All rts. reserv. 

014305808 **Image available** 

WPI Acc No: 2002-126511/200217 

XRPX Acc No: N02-094958 

Controller for printer with job accounting function, displays check box 
in user interface screen to accept and save password of several users 



Patent Assignee: CANON KK (CANO ) 

Number of Countries: 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

JP 2001312387 A 20011109 JP 2000128543 A 20000427 200217 B 

Priority Applications (No Type Date) : JP 2000128543 A 20000427 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
JP 2001312387 A 22 G06F-003/12 

Abstract (Basic) : JP 2001312387 A 

NOVELTY - The user interface screen displays a check box (603) into 
which password of user is input and saved for authentication. The 
input password is transmitted to an authentication server , and when 
the user authentication is judged, the printing data required by 
the user is output to a printer. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(a) Printing control method; 

(b) Printing system 

USE - Controller for printer with job accounting function. 

ADVANTAGE - Provides flexible method for storing the password of 
several users in the user interface screen at various levels. 

DESCRIPTION OF DRAWING (S) - The figure shows an example of user 
interface screen of print setup. 

Check box (603) 

pp; 22 DwgNo 6/23 

Title Terms: CONTROL; PRINT; JOB; ACCOUNT; FUNCTION; DISPLAY; CHECK; BOX; 

USER; INTERFACE; SCREEN; ACCEPT; SAVE; PASSWORD ; USER 
Derwent Class: P75; T01; T04 

International Patent Class (Main) : G06F-003/12 

International Patent Class (Additional) : B41J-029/00; B41J-029/20 
File Segment: EPI; EngPI 

Manual Codes (EPI/S-X) : T01-C05A; T01-J12C; T04-G10E 

41/9/12 (Item 12 from file: 350) 

DIALOG (R) File 350: Derwent WPIX 

(c) 2004 Thomson Derwent. All rts. reserv. 

014275020 **Image available** 
WPI Acc No: 2002-095722/200213 

Printing method on network 
Patent Assignee: DREAMNET AUTOLOGICS (DREA-N) 
Inventor: KIM W Y; KIM Y R 

Number of Countries: 001 Number of Patents: 001 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

KR 2001077453 A 20010820 KR 20005248 A 20000202 200213 B 

Priority Applications (No Type Date) : KR 20005248 A 20000202 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
KR 2001077453 A 1 G06F-003/12 

Abstract (Basic) : KR 2001077453 A 

NOVELTY - A printing method on a network is provided for a user to 
print information being stored in a database of a server computer 
using one's printer adapted to a wanted DM kind in accordance with 



one's printer. 

DETAILED DESCRIPTION - A user connects to a homepage providing data 
as addresses and names of people adapted to an object of one's DM 
transmission (202) . The user inputs one's ID and password (204) and 
selects a DM kind (206) . A print registration setting screen 
corresponded to the selected DM is displayed (208) . Print 
registration information is inputted ( 210 ) and the inputted value set 
by the user is stored in a master file (212). The user loads a company's 
log image for printing the company's log image on a DM envelope to be 
transmitted (216) . The loaded image is stored in the master file of a 
server (218). After a print registration information value is set, 
the user selects data to be outputted (220) . The selected data are 
displayed in accordance with print registration information being 
stored in the master file (222). If the user selects the print, a 
printing is performed on the web browser ( 224 ) . 
pp; 1 DwgNo 1/10 

Title Terms: PRINT; METHOD; NETWORK 

Derwent Class: T01 

International Patent Class (Main) : G06F-003/12 

File Segment: EPI 

Manual Codes (EPI/S-X) : T01-C05A 

? t41/9/17,20 



41/9/17 (Item 17 from file: 347) 

DIALOG (R) File 347:JAPIO 

(c) 2004 JPO & JAPIO. All rts. reserv. 

07853614 **Image available** 

APPARATUS, METHOD AND SYSTEM FOR IMAGE FORMING 



PUB. NO. : 2003-348270 [JP 2003348270 A] 

PUBLISHED: December 05, 2003 (20031205) 
INVENTOR (s) : ODA AKIHIKO 

AN DO YOSHIKO 
APPLICANT (s) : KONICA MINOLTA HOLDINGS INC 
APPL. NO. : 2002-147506 [JP 2002147506] 
FILED: May 22, 2002 (20020522) 

INTL CLASS: H04N-001/00; G06F-003/12 ; G06F-015/00; H04B-007/26; 
H04N-001/44 



ABSTRACT 



PROBLEM TO BE SOLVED: To provide an apparatus, a method and a system for 
image forming which prevents leakage of secret information without lowering 
operation efficiency by simple operation. 

SOLUTION: In a communication system 100, a PC 2A transmits image data, 
image data ID, a password and data of a telephone number to a printer 1, 
which transmits the received data to a server 4, which transmits the 
image data ID and the password to the portable telephone set 3 of the 
received telephone number to register password print . The printer 1 
receives the image data ID, the password and the telephone number of the 
portable telephone set 3 from the portable telephone set 3 during password 
printing processing, and collates the received data with registered data 
to carry out password printing when all the pieces of data are 
coincident and to avoid password printing when even one piece of data is 
not coincident. 



COPYRIGHT: (C) 2004 , JPO 



41/9/20 (Item 20 from file: 347) 

DIALOG (R) File 347:JAPIO 

(c) 2004 JPO & JAPIO. All rts. reserv. 

03813619 **Image available** 
PRINTING PROGRAM CONTROL SYSTEM 



PUB. NO. : 
PUBLISHED: 
INVENTOR (s) : 



APPLICANT (s) : 

APPL. NO. : 
FILED: 
INTL CLASS: 
JAPIO CLASS: 

JAPIO KEYWORD 
JOURNAL : 



04-178719 [JP 4178719 A] 
June 25, 1992 (19920625) 
KUWAMOTO HIDEKI 
I WAT AN I TAKAO 
NAKANE KEIICHI 
FUJIWARA MASAKI 

HITACHI LTD [000510] (A Japanese Company or Corporation), JP 
(Japan) 

02-306394 [JP 90306394] 
November 13, 1990 (19901113) 
[5] G06F-003/12 ; G06F-009/445 

45.3 (INFORMATION PROCESSING — Input Output Units); 45.1 
(INFORMATION PROCESSING -- Arithmetic Sequence Units) 
R139 (INFORMATION PROCESSING — Word Processors) 
Section: P, Section No. 1436, Vol. 16, No. 495, Pg. 49, 
October 14, 1992 (19921014) 



ABSTRACT 

PURPOSE: To enable various kinds of information processors to share a 
printer by transferring a printing program matching the print of print data 
to the printer and printing the print data on the printer by using the 
transferred printing program. 

CONSTITUTION: When a print indication device (information processor such as 
a word processor) sends the print data and an identifier specifying the 
printing program 720 capable of printing the print data to the printer 
(print server , etc.), the printer receives the print data and identifier 
. Then the print data are printed by using the printing program 720, stored 
in a printing program storage means 720, corresponding to the identifier . 
Thus, the printing program 720 which can prints the print data generated by 
the print indication device is transferred and registered in the 
printer from each print indication device and the printer prints the 
print data received from the print indication device by using the printing 
program corresponding to the print data. Consequently, various kinds of 
print indication devices can share the printer for printing. 
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17/3, K/21 (Item 10 from file: 275) 

DIALOG (R) File 275:Gale Group Computer DB(TM) 
(c) 2004 The Gale Group. All rts. reserv. 

01953016 SUPPLIER NUMBER: 18324896 (USE FORMAT 7 OR 9 FOR FULL TEXT) 

Easy NFS client for Win 95. (Hummingbird Communications NFS Maestro for 
Windows) (Software Review) (Evaluation) 

Chang, Henry 

PC User, n280, p70(l) 

April 3, 1996 

DOCUMENT TYPE: Evaluation ISSN: 0263-5720 LANGUAGE: English 

RECORD TYPE: Fulltext; Abstract 

WORD COUNT: 780 LINE COUNT: 00063 

... on the Windows 95 task bar. 

Connections are remembered if the relevant user name and password 
are stored in the Register option in the Network Access utility; otherwise 
Maestro requests authentication for every drive and printer connection, 
even if they belong to the same Unix server . The drive and printer 
connections also extend to DOS sessions, allowing DOS-based applications to 

? tl7/3, k/17-19 

17/3,K/17 (Item 6 from file: 275) 

DIALOG (R) File 27 5: Gale Group Computer DB(TM) 
(c) 2004 The Gale Group. All rts. reserv. 

02028306 SUPPLIER NUMBER: 19031217 (USE FORMAT 7 OR 9 FOR FULL TEXT) 

PCNFS on Windows 95 . (Net Worth) (Technology Information) 

Baker, Steven 

UNIX Review, vl5, n2, pl3(5) 
Feb, 1997 

ISSN: 0742-3136 LANGUAGE: English RECORD TYPE: Fulltext; Abstract 

WORD COUNT: 2123 LINE COUNT: 00179 

products I tested used the PCNFS Daemon (PCNFSD) protocol for 
authentication and printing. A PCNFSD server running on a UNIX machine 
authenticates a PC user against the UNIX system's username and password 
entries. For PCNFSD to work effectively with multiple NFS servers , it is 
important to keep PC usernames, passwords , and UNIX user and group IDs 
in sync on the UNIX systems. SunSoft's PC-NFSPro and Esker's Tun Plus... 



17/3, K/18 (Item 7 from file: 275) 

DIALOG (R) File 275: Gale Group Computer DB(TM) 
(c) 2004 The Gale Group. All rts. reserv. 

02009137 SUPPLIER NUMBER: 18856898 (USE FORMAT 7 OR 9 FOR FULL TEXT) 

Comparing desktop NFS clients. (Software Review) (Evaluation) 
Baker, Steven 

UNIX Review, vl4, nl3, pl7(5) 
Dec, 1996 

DOCUMENT TYPE: Evaluation ISSN: 0742-3136 LANGUAGE: English 

RECORD TYPE: Fulltext; Abstract 

WORD COUNT: 2212 LINE COUNT: 00176 

... on an NFS server. 

All these products can use the PCNFS daemon (PCNFSD) protocol for 



authentication and printing . PCNFSD authentication is based on running 
a PCNFSD server on a UNIX machine that authenticates against the UNIX 
system's username and password entries. SunSoft's PC-NFSPro includes 
PCNFSD binaries for Solaris 2 and SunOS along with... 

17/3, K/19 (Item 8 from file: 275) 

DIALOG (R) File 275: Gale Group Computer DB(TM) 
(c) 2004 The Gale Group. All rts. reserv. 

01992091 SUPPLIER NUMBER: 18691253 (USE FORMAT 7 OR 9 FOR FULL TEXT) 

NFS on the desktop. (Sun Microsystems' Network File System) (Product 
Information) 

Baker, Steven 

UNIX Review, vl4, nil, p25(5) 
Oct, 1996 

ISSN: 0742-3136 LANGUAGE: English RECORD TYPE: Fulltext; Abstract 

WORD COUNT: 2607 LINE COUNT: 00320 

running NetWare. 

A PCNFS adjunct protocol also was developed in the late 1980s to 
facilitate authentication and printing from PC clients using NFS. For 
authentication on UNIX systems, most NFS implementations base security on 
the user ID (uid) and group ID (gid) of the user and the IP address of 
the client f s machine. Although the... 

...UNIX vendors aside from Sun. The PCNFS protocol authenticates a user's 
UNIX username and password and returns the appropriate uid and gid for 
file access. One or more PCNFS daemon (PCNFSD) servers could be run on a 
local subnet providing authentication for any PCNFS clients. As part... 
...3 filename limits and file attributes imposed by MS-DOS. Sun made freely 
available PCNFSD server source code that could be compiled on most UNIX 
systems. As a result, most major... 
? tl7/3,k/20 

17/3, K/20 (Item 9 from file: 275) 
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... responding to RPC authentication requirements. 

The PC-NFS daemon (PCNFSD) protocol was developed to handle 
authentication and printing for PC-NFS clients. PCNFSD takes a username 
and password (mildly encrypted when sent over the network) and returns " 
the user ID and group ID the client should use for UNIX authentication 
of RPC packets. PCNFSD also adds a simple scheme for printing — transmitting 
a PC printer job to a print file on the NFS server . PC-NFS clients must 
map UNIX filenames to the 8.3 filename limits of MS... 
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Abstract (Basic) : WO 200472845 Al 

NOVELTY - The electronic data to be input to a printer, is stored 
and the feature of electronic data is extracted, and original 
certification information including the user identity ( ID ) 
discriminating the electronic data print requester and feature, is 
transmitted to a server . The printing of data is controlled based on 
certification information notified by server and the stored 
electronic data, for printing original data. 

USE - In image processing system connected to printer , for 
certifying whether printed material corresponds to original document 
or not . 

ADVANTAGE - The storage of entire former electronic data in the 
original registration server is avoided, thereby reducing storage 
capacity and the risk of leak of secrets. The originality of the image 
is certified certainly and accurately, thereby increasing reliability 
of the originality. 

DESCRIPTION OF DRAWING (S) - The figure shows a block diagram of the 
structure of the image processing system. 
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Data processing method for image processing system, involves 
authenticating user to search original specific information including 
user identification is managed in server , upon receiving registration 
confirmation request 

Patent Assignee: CANON KK (CANO ) 
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Abstract (Basic): JP 2004246662 A 

NOVELTY - Registration confirmation request containing incidental 
information extracted from originality certification image from 
printer , and user identification ( ID ) to identify print claimant of 
electronic data from which feature value is extracted, is transmitted 
to server (120) . User is authenticated to search original specific 
information including user ID is received and managed by server , 
upon receiving request. 

USE - For processing electronic data in image processing and 
printing systems. 

ADVANTAGE - The search of the original specific information is 
performed reliably, thereby enabling the originality certification 
print processing with sufficient reproducibility. 

DESCRIPTION OF DRAWING (S) - The figure explains operation of image 
processing system. (Drawing includes non-English language text) . 

personal computer (100) 

sore data (102) 

printer (110) 

print with originality certification code (11) 

server (120) 
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Job account server for use with image processor like printer, sets 
print limit value automatically according to input utilization amount 
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Abstract (Basic): JP 2004178249 A 

NOVELTY - The job account server acquires the utilization amount 
limiting value registered corresponding to job account identity ( ID ) 
for every user, when log information of image processor such as 
printer is registered . The server automatically sets the print 
limit value according to the amount limiting value. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: 

(1) information-processing method; and 

(2) control program. 

USE - Job account server for managing utilization of image 
processors such as printer, scanner, copier, multi functional terminal 
(MFT) , etc. 

ADVANTAGE - Improves security of the printing system, while 
reducing the burden of user registration in the image processor. 

DESCRIPTION OF DRAWING (S) - The figure shows a flowchart explaining 
the registration of user in database. (Drawing includes non-English 
language text) . 
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JP 2004178215 A 20040624 JP 2002342842 A 20021126 200447 B 



Priority Applications (No Type Date) : JP 2002342842 A 20021126 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
JP 2004178215 A 22 G06F-015/00 

Abstract (Basic) : JP 2004178215 A 

NOVELTY - An user authentication server (4) authenticates the 
receiving terminals (2, 6) using the authentication key stored in a 
memory (8) of the receiving terminals. The receiving terminals are 
allowed to decode the enciphered data received from a transmitting 
terminal (1) after completion of authentication. 

USE - For secure data communication in network printing system. 

ADVANTAGE - Enables reliable and secure data communication, simply 
and smoothly. 

DESCRIPTION OF DRAWING (S) - The figure shows a block diagram of a 
secure data communication and printing system. (Drawing includes 
non-English language text) . 

transmitting terminal (1) 

receiving terminals (2,6) 

authentication server (4) 

memory ( 8 ) 
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Authentication method for data processing system in electrophotographic 
printing or copying system, by transmitting key for authorizing service 
and maintenance computer via data processing unit of printer 

Patent Assignee: OCE PRINTING SYSTEMS GMBH (CHEZ ) 

Inventor: KATHAN B 

Number of Countries: 029 Number of Patents: 002 
Patent Family: 
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Abstract (Basic) : WO 200439032 A2 

NOVELTY - A system (10) generates and transmits a key (12) for 
authorization of a service and maintenance computer (14) via a furthe 
data processing unit of a printer . The system contains an 
authorization server (16) which is connected via a network 
connection (18) to the service and maintenance computer. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for an 
apparatus for generating authentication information; a method of 
authenticating an operating unit of an electrophotographic printing o 
copying system; and an apparatus for authenticating an operating unit 
of an electrophotographic printing or copying system. 

USE - For an electrophotographic printer or copier connected to 
operating units and maintenance computers for operating, diagnostics 
and maintenance. 

ADVANTAGE - Simple authentication of a data processing system, e. 
for remote maintenance. 

DESCRIPTION OF DRAWING (S) - The drawing shows a block diagram of 
system for producing and transmitting a key for authenticating a 
service and maintenance computer. 
Key (12) 

Service and maintenance computer (14) 
Authorization server . (16) 
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Secure printing method in networked environment, involves validating 
security key associated with print job, by network server before 
generating tangible output at imaging device 

Patent Assignee: HEWLETT-PACKARD CO (HEWP ); LEWIS J M (LEWI-I) 

Inventor: LEWIS J M 

Number of Countries: 002 Number of Patents: 002 
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NOVELTY - The print job comprising a security key and image data 
for desired tangible output, are received at the imaging device. The 
desired tangible output is generated at the imaging device only if a 
network server validate the encoded security key in the request 
generated by the imaging device. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: 

(1) imaging device; and 

(2) printing system. 

USE - For generating tangible output from an imaging device such as 
printer, plotter and multifunctional device connected to computer 
network e.g. Internet. 

ADVANTAGE - Secure printing is facilitated since the imaging device 
can print only if the network server validates the security key . An 
administrator of network is able to track security breaches by using 
the logging information. 

DESCRIPTION OF DRAWING (S) - The figure shows a flowchart explaining 
the secure printing procedure. 
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Shared printing system using e-mail system, judges predetermined 
authentication conditions in e-mail with print job and obtains 
user-instruction with the authentication conditions before printing 

Patent Assignee: FUJI XEROX CO LTD (XERF ) 

Number of Countries: 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 
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Priority Applications (No Type Date): JP 2001373241 A 20011206 
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Abstract (Basic) : JP 2003173253 A 

NOVELTY - A mail server (12) judges predetermined authentication 
conditions in an e-mail with printjob and provides the judgment result 
to a reservation management server (13) . The management server 
attaches the password related to the authentication conditions, to 
the printjob. A printer (14) prints out the printjob on receiving 
user-instruction with the password at a printer server (11) . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: 

(1) printer; 

(2) print processing method; and 



(3) print processing program. 

USE - For printing data using shared printer (claimed) , composite 
machine that are connected to network, based on an e-mail processing 
program. 

ADVANTAGE - Ensures secured printing by judging authentication 
conditions in print job and user authentication before printing . 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the shared printing system. (Drawing includes non- English language 
text) . 

printer server (11) 

mail server (12) 

reservation management server (13) 
printer (14) 
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Free sample service providing system in charged information provider 
system, judges registration of received printer ID with database at 
server , to transmit content to host client 

Patent Assignee: CANON KK (CANO ) 

Number of Countries:, 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

JP 2002351626 A 20021206 JP 2001157111 A 20010525 200310 B 

Priority Applications (No Type Date) : JP 2001157111 A 20010525 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
JP 2002351626 A 12 G06F-003/12 

Abstract (Basic): JP 2002351626 A 

NOVELTY - The storage of printer model ID received from a client 
(103) with a database (102) at the server (101), is judged. When the 
received ID is found to be already stored in the database, the 
information is transmitted to the client. When the received printer 
model ID is not stored in the database, the content is transmitted 
after registering the ID data with the database at the server . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
following : 

(1) Computer-readable medium storing free sample service providing 
method; 

(2) Network server ; 

(3) Client; 

(4) Free sample service providing method; and 



(5) Program for providing free sample service. 

USE - Free sample service providing system in charged information 
content providing system at internet. 

ADVANTAGE - Enables to send free sample to clients, to increase the 
efficiency of service without checking the term of validity and without 
reducing efficiency of the user. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the free sample service providing system. (Drawing includes non-English 
language text) . 

Server (101) 

Database (102) 

client (103) 
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Printing system using Internet, includes printer which retains public- 
key certificate corresponding to secret key based on which printer 
authentication is performed, depending on request from document server 

Patent Assignee: CANON KK (CANO ) 

Number of Countries: 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

JP 2002259108 A 20020913 JP 200159015 A 20010302 200305 B 

Priority Applications (No Type Date) : JP 200159015 A 20010302 
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Abstract (Basic) : JP 2002259108 A 

NOVELTY - A document server (116) is connected to a printer and 
an user client through Internet. The printer retains a public- key 
certificate correspondingly to a secret key . The printer 
authentication is performed based on the public- key certificate 
depending on the requisition from the document server . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
following: 

(1) Printing device; 

(2) Printing method; 

(3) Recorded medium storing printing program; and 

(4) Printing program. 

USE - Printing system using Internet . 

ADVANTAGE - Since printer authentication is performed based on 



public- key certificate, impersonation of printer is prevented. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
printing system. (Drawing includes non-English language text) . 
Document server (116) 
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Network printer uses physical authentication ID information of user 

stored in server to verify utilization authority 
Patent Assignee: RICOH KK (RICO ) 
Number of Countries: 001 Number of Patents: 001 
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Abstract (Basic) : JP 2002171252 A 

NOVELTY - The password server (3) has a table in which 
combination of user ID including user name and password , and 
information about physical authentication IDs such as magnetic card 
are stored. User authenticity is verified using physical authentication 
ID information, for using the network printer (2) . 
USE - Network printer. 

ADVANTAGE - Enables handling confidential document without 
requiring special input device. 

DESCRIPTION OF DRAWING (S) - The figure demonstrates the network 
environment . 

Network printer (2) 
Password server (3) 
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Printing fee collection method for network printing system, involves 
deducting specific commission from basic charge and transferring 
remaining amount to print service provider account 
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Abstract (Basic): US 20020035546 Al 

NOVELTY - A user of a cellular phone (10) transmits user ID and 
password using which download of contents selected by the user for 
printing is authenticated by a content server (30) . A financial 
institution server (80) collects basic charge from the user based on 
an established contract, deducts specific commission from the charge 
and transfers the remaining amount to the account of a print service 
provider connected to a multifunction printer (20) . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(a) Printing system; 

(b) Contents server ; 

(c) Computer readable medium storing fee collection program 

USE - In network printing system (claimed) used in stores, office 
for downloading and printing data for business negotiations, customer 
service using multifunction peripheral networked with cellular phone 
through internet . 

ADVANTAGE - The printing charge can be collected efficiently both 
by the contents provider and print service provider. 

DESCRIPTION OF DRAWING (S) - The figure shows a schematic model of 
the network print system. 

Cellular phone (10) 

Multifunctional printer (20) 

Content server (30) 

Financial institution server (80) 
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Printing system using Internet, judges whether printer identifier 
included in input printer specification information corresponds to 
personal printer identifier , depending on which printing is performed 

Patent Assignee: SEIKO EPSON CORP (SHIH ) 

Inventor: GASSHO K 

Number of Countries: 002 Number of Patents: 002 
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Patent No Kind Date Applicat No Kind Date Week 

JP 2002091712 A 20020329 JP 2000275125 A 20000911 200241 B 

US 20020064280 Al 20020530 US 2001938516 A 20010827 200242 
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Abstract (Basic) : JP 2002091712 A 

NOVELTY - A content server (4 4) judges whether printer 
identifier included in the input printer specification information 
(PI), corresponds to personal printer identifier . A transmitting unit 
transmits printing approval from the server to a printer (36) , 
based on judged result, depending on which printing is performed 
according to input printing job data. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for 
data reproducing system. 

USE - Printing system using Internet. 

ADVANTAGE - Irregular copy printing of content data is prevented by 
performing printing approval . 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
printing system. (Drawing includes non-English language text) . 

Printer (36) 

Content server (44) 
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Digital certificate configuration for printer, involves comparing 
decrypted and non-encrypted messages transmitted from network and IP 
addresses 
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Abstract (Basic) : US 6314521 Bl 

NOVELTY - A message containing unique identifier , IP address of a 
network device and request for digital certificate in encrypted form 
and non-encrypted form, is sent to a server . The server compares 
message decrypted by secret key being determined by non-encrypted 
identifier with non-encrypted message, and IP address, from which the 
message is received and IP address in the message, for transmitting 
digital certificate. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: 

(a) Computer system; 

(b) Computer program for digital certificate configuration for 
network device 

USE - For secure configuration of digital certificate for network 
devices such as printer, facsimile, modem, personal digital assistant 
(PDA) cellular telephone in Internet environment, etc. 

ADVANTAGE - By using the newly-configured digital certificate, the 
printer is authenticated simply without need for carrying out 
complicated processing. 

DESCRIPTION OF DRAWING (S) - The figure shows the flow chart for 
creating a digital certificate for a printer. 
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Network printing system for information processor e.g. PC, transmits 
printing disapproval message using transmission origin address when user 
ID of client is not registered 

Patent Assignee: RICOH KK (RICO ) 

Number of Countries: 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 
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Priority Applications (No Type Date) : JP 2000132816 A 20000501 
Patent Details: 
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JP 2001312380 A 8 G06F-003/12 

Abstract (Basic) : JP 2001312380 A 

NOVELTY - A server (2) transfers the transmitting origin address 
and printing data to a printer (3) when the user ID of client (1) is 
judged to be registered . The server transmits a printing 
disapproval message using transmission origin address when the user ID 
is not registered. 

USE - For information processors e.g. PC, word processor connected 
with printer through network. 

ADVANTAGE - Enables efficient utilization of the printer connected 
to a network by enabling printing operation only to authenticated 
users . 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the network printing system. (Drawing includes non-English language 
text) . 

Client (1) 
Server (2) 

Printer (3) 
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Printer access control system rejects printing demand which is not stored 
in printer management table or demand without user name not registered 
in printer access management table 

Patent Assignee: RICOH KK (RICO ) 
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Abstract (Basic) : JP 2001014123 A 

NOVELTY - The printer group management manages the printer 
management table which registers user information for every group of 
printers (1,2) coupled to network. Access limitation unit rejects 
printing demand from printing client apparatus, that is not included in 
printer management table or if the printing demand does not contain 
user name, which is not registered in printer access management 
table. 

USE - For access control of printer connected to network. 

ADVANTAGE - Since access limitation of printers on network is 
performed on server , setting operation of access conditions can be 
performed efficiently. Raises operation efficiency, as user information 
is registered in groups. As access limitation is managed with user name 
and password , security and operativity are improved, thus 
applicability of access limitation is expanded. 

DESCRIPTION OF DRAWING (S) - The figure shows the component of 
printer access control system. 

Printers (1,2) 
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Abstract (Basic): WO 200072499 Al 

NOVELTY - A secret unique identifier is stored in the printer 
and in database of registration server before the printer is 
connected to the network. When printer is connected to the network, the 

printer is authenticated by comparing the secret unique 
identifiers of printer and server , which are transmitted between 
printer and server over the network. 

DETAILED DESCRIPTION - The secret unique identifier is stored in 



printer and server with public unique identifier . The secret unique 

identifier along with public unique identifier and public key of 
printer are transmitted to the registration server to 
authenticate printer connected to the network. An INDEPENDENT CLAIM 
is also included for network registration signal. 

USE - For registering a printer such as high speed color 
printer on network. 

ADVANTAGE - Periodicals from subscriber or authorized sources is 
only delivered unlike the fax or e-mail circuit. As signature recorded 
on netpage are automatically verified, e-commerce transactions are 
authorized reliably. 

DESCRIPTION OF DRAWING (S) - The figure shows the schematic view of 
printer registration protocol . 
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Abstract (Basic) : WO 200072503 Al 

NOVELTY - Secret key and public unique identifier are installed 
in non-volatile memory in an interactive device and in a registration 
server database (74) before the device is connected to a network. The 
server (11) authenticates the device on installation, by verifying the 
device 1 s encrypted challenge message using the secret key . The device 
is registered in the server 1 s database, when the authentication 
succeeds . 

DETAILED DESCRIPTION - The authentication step involves 
transmitting a registration request with the unique public identifier 
from the device to the server . In response, the server generates a 
challenge message which is transmitted to the device. The device 



encrypts the challenge using the secret key and the encrypted 
challenge is transmitted to the server where the encrypted challenge 
is decrypted using the secret key . The server authenticates the 
device by comparing the decrypted challenge with the challenge. 

USE - For registering an interactive device like printers , with 
registration server in network. 

ADVANTAGE - Allows large number of distributed users to interact 
with networked information via printed matter and optical sensors, 
thereby obtaining interactive printed matter on demand via high speed 
networked color printer. 

DESCRIPTION OF DRAWING (S) - The figure shows the schematic view of 
interactive device registration protocol. 
Server (11) 

Database (74) 
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Security method of confidential documents printing using shared printer 
in network by transferring of data from storage device to printer after 
checking and verification of unlocking code 

Patent Assignee: RUFFIEUX M (RUFF-I) 

Inventor: RUFFIEUX M 
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Abstract (Basic) : FR 2789537 Al 

NOVELTY - Computer data transported on a network are inspected and 
sent to a stage of a print server . A verification stage to verify if 
such data comes with a security code to direct the computer data 
toward a storage device. The transfer of the data from the storage 
device to the printer is possible after checking and verification 
of an unlocking code. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for: 

(a) a device for performing storage process 

(b) a device for performing unlocking process of storage device 



USE - As a process of protecting of printing of confidential 
documents using a shared printer in networks. 

ADVANTAGE - Completely independent of the application software, 
reliable and economic without altering functionality and the 
performance of the local network. 
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Network print server system inputs operation demand based on which 
approval or disapproval of printing operation is performed 
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Abstract (Basic) : JP 2000089924 A 

NOVELTY - Several computers (102,104), server (101) and printer 
(105) are connected to a network (105) . The printing job information is 
referred in server (101), when operation demand is forwarded by 
computer. The name and password of user, which is input as operation 
demand by computer, is referred based on which approval disapproval 
of printing operation is determined. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for 
virtual print server control procedure . 

USE - For network print server . 

ADVANTAGE - Since approval of printing operation is performed 
based on the name and password of user, only the owner of the 
terminal can operate the printer, hence unauthorized use of printer 
under network environment is prevented. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
network print server system. 
Server (101) 

Computers (102-104 ) 

Network printer (105) 
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ABSTRACT 

PROBLEM TO BE SOLVED: To provide a print system that takes the security and 
the privacy of the data into account at a low cost. 

SOLUTION: Users of terminals 2000, 3000 store a document being a print 
object to a document server 4 000 and transmit electronic mail describing 
a storage destination of a document or an identifier or the like of the 
user to the print system 9000. A printer 1000 extracts the document storage 
destination and the identifier of the user from the electronic mail and 
stores them. The user enters the identifier of the user itself by using 
an operation panel 1012 of the printer 1000, also enters a password as 
required, and instructs the printer 1000 to make a print. When the user is 

authenticated , the printer downloads a designated document from the 

server and prints out the document. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To provide a certificating means which is issued to 
everyone, hardly forged, has high reliability, stores various kinds of 
individual information of an owner himself and also is adapted even to a 



public document. 



SOLUTION: An authentication desiring side terminal and an authenticating 
side terminal are connected to a management server via a communication 
network in an individual authentication system. The management server is 
provided with a means for generating a printing data file which permits an 

ID pattern obtained by defining at least a part of authentication 
information as a graphic by cipher definition latent in the case of 

printing when individual authentication information is received from 
the authentication desiring side terminal, a means for storing the printing 
data file in a storage part and distributing it to the authentication 
desiring side terminal, a means for comparing the printing data file 
received from the authenticating side terminal with the printing data 
file of a authentication desiring person stored in the storage part and a 
means for distributing the comparison result to the authenticating side 
terminal . 
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ABSTRACT 

PROBLEM TO BE SOLVED: To provide an automatic authenticating method and its 
system for print processing which eliminate use's input operation for an 
identification ID and a password and enhance secrecy keeping by 
automatically performing authentication without any user's input, according 
to print information embedded in a file and information on an application 
program. 

SOLUTION: In print processing which requires user authentication , a 
printer driver 202 extracts information related to an application 201 
which performs the print processing and/or a document as attribute 
information 206 and compares the information 206 with information stored in 
a user registration information database 208 on a server to perform user 
authentication. When the user is authenticated , a printer 204 is made 
to print and the sever manages and stores charging or the like by 
department units in a department management information database 211. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To protect the secret of data preserved in an image 
outputting device. 

SOLUTION: A client device 20 transmits print data 100 and an 
authentication code 120 to a printer system 10. A print server 12 of 
the printer system 10 generates data 160 for collation from the print data 
100, and enciphers the print data 100 by the authentication code 120 for 
generating preservation data 150, and preserves the preservation data 150 
and the data 160 for collation in a storage device 14 by making those data 
correspond to each other. When a user selects the preservation data 150 by 
a UI part 18, and inputs the authentication code, a printer server 12 
decodes the preservation data 150 by using the authentication code as a 
key , and judges whether or not the preservation data 150 are correctly 
decoded by referring to the data 160 for collation. Then, when the 
preservation data 150 are correctly decoded, the decoded result is printed 
by a print engine 16. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To protect the security or privacy of the user of a 
network terminal even when plural network terminals share specified network 
equipment . 

SOLUTION: The document data of a user to use a printer are sent to a 
server 20 together with ID information, converted to fingerprint 
information corresponding to ID information, which is previously 



registered in the server 20, and transmitted to a printer 10 together 
with the document data. A memory 14 in a finger authentication system 11 
of the printer 10 temporarily stores the received document data and the 
fingerprint information. The document data are printed out and discharged 
to a paper tray having an individually openable/closabele opening part. An 
identification system 13 collates fingerprint information sampled by a 
fingerprint information sampling device 12 in the finger authentication 
system 11 with the fingerprint information stored in the memory 14, and in 
the case of coincidence, on the basis of identity, the document can be 
taken out by opening the opening part of the paper tray to which the 
document is discharged. 
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